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Editorial

Dear friends of Fraunhofer 0SB,

Industrial automation and control systems (IACS) are crucial for the effective functioning of
various industries such as energy, transportation, healthcare and manufacturing. IACS consist

of complex networks of machines, devices and software applications that control, monitor and
automate critical processes. Compromises or data breaches in these systems can result in sig-
nificant economic losses, risks to public safety and security, and potential threats to national
security. Protecting critical infrastructure, manufacturing processes and sensitive data is therefore
a top priority for companies worldwide. Industrial cybersecurity is therefore a research topic that
requires extensive attention.

Cybersecurity for industrial automation and control systems must take into account industry-
specific requirements such as real-time communication, system longevity and functional safety.
In these respects, it differs significantly from cybersecurity in office environments or when ope-
rating internet servers in data centers. In an industrial context, traditional cybersecurity measu-
res such as software updates, antivirus programs or firewalls cannot therefore be used without
restriction. For this reason, new strategies and methods must be developed to protect industrial
automation and control systems.

Fraunhofer I0SB plays a leading role in research on IACS. One of the central topics is the Cyber-
security Training Lab with the consortia “Industrial Production” and “Security for the Energy and
Water Industry”. Practical scenarios and laboratories are created here to test innovative approa-
ches and offer practical training courses. As part of the Competence Center for Applied Security
Technology (KASTEL), Fraunhofer IOSB, in collaboration with the Karlsruhe Institute of Techno-
logy, focuses on the research and development of security solutions for industrial systems with
the aim of strengthening the security and resilience of IACS against cyber threats. In addition,
the self-financed project CyReM-ICS (cyber resilience monitoring in industrial automation and
control systems) focuses on the development of methods and tools for the presentation and
improvement of cyber resilience in industrial control systems. It is pursuing a holistic approach
that includes preventive and reactive measures.

Through these initiatives, Fraunhofer IOSB makes a decisive contribution to the further develop-
ment of security standards and innovative solutions in industry and research.

Fraunhofer I0SB, March 2025

I O K,

Prof. Dr.-Ing. habil. Jirgen Beyerer Dr. Ing. Christian Haas
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Industrial Security Testing

Automated vulnerability detection in accordance
with the Cyber Resilience Act and IEC 62443
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Industrial components are often used behind
the scenes: modern traffic light control systems
at junctions, trains, power stations and hospi-
tals cannot function without them. They also
control and monitor entire factory halls, read
sensor data and process it, sometimes with
real-time requirements.

But what do all industrial components have

in common? A network connection, a “digital
element” according to the Cyber Resilience Act
(CRA) of the European Union (EU). Through
this connection, they are accessible via the net-
work — and therefore in principle also vulnerable
to attack. What happens in the event of an
attack? Sometimes railway display boards fail,
sometimes hospitals shut down, or a workpiece
in production does not meet the required
quality.

Against this background, the EU has issued
the CRA, which obliges manufacturers of com-

ponents with digital elements to develop and
test them safely. Otherwise, they may no longer
be placed on the market within the EU from
December 2027. The IEC 62443 standard for
the protection of industrial communication net-
works describes such a secure development
life cycle for manufacturers of industrial com-
ponents. Automated vulnerability scanning via
the network interface is an essential part of
this. This means that all protocols that could
impair the robustness of the components
must be extensively tested for vulnerabilities.

Testing like an attacker

The Industrial Security Testing Framework ISu-
Test® is a tool for finding vulnerabilities in the
implementations of automation components.
It has been developed at Fraunhofer I0SB in
Karlsruhe in the Industrial Cybersecurity group
since 2016. ISuTest® is designed as an open,
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extensible framework. It supports manufacturers in setting up
and performing a test as well as in isolating vulnerabilities in
order to reproduce the error with the developer. An exemplary
test setup of ISuTest® as used in the Fraunhofer IOSB laboratory
is shown in Figure 2.

The vulnerability test by ISuTest® is carried out using fuzzing
techniques. Network packets are slightly modified and sent to
the component in the same way as an attacker would. ISuTest®
does not require any insight into the internal workings of the
device; the specification of the communication protocols is
sufficient. This means that any device with a network interface
can be tested; it is a so-called black box test. In addition, fur-
ther protocols can easily be added to ISuTest® to fulfil the IEC
62443 requirement for testing all offered protocols.

The architecture of ISuTest® is shown in Fig. 1. It is a distributed
client-server infrastructure. The actual test is carried out by

the Environment. Using the ISuGUI graphical user interface,
the user configures components to be tested, starts tests and
conveniently evaluates completed tests. The ISuVentory is the
central database, file repository and communicator. At the
smallest configuration level, all components are installed on a
local PC. At the largest expansion stage, many users work with
ISuGUIs via VPN with an ISuVentory in a Kubernetes cluster
and several Environments.

Monitoring like in the functional tests
ISuTest® uses monitoring to recognize whether a component

is still working as intended during and after a test. Classic IT
monitoring is used, for example, to test whether the device

can still be pinged or whether the web server is still delivering
data. ISuTest® can also monitor any process parameters. In the
simplest case, these are the digital output values of an actuator.
The process of a switch, however, is its switching functionality,
which is evaluated. Basically, the same procedures can be used
here that are already used in the functional tests.

Just as ISuTest® can control other test tools and enrich them
with process monitoring, for example, it can also be controlled
remotely itself. The REST API specified in OpenAPI allowstests to
be started at selected times and the test results to be returned
in machine-readable form. This means that security tests can be
triggered by existing CI/CD systems and tickets can be created in
return if ISuTest® has discovered a potential vulnerability.

Successful in daily use

ISuTest® is aimed at manufacturers and integrators of industrial
components. ISuTest® can be used both in test centres and
during development. ISuTest® has been in commercial use for
several years and has already identified hundreds of vulnera-
bilities. These successes show that with ISuTest® the vision of
“Security by Design” does not have to remain a vision.

1 Further information on ISuTest® can be found on the product page: www.isutest.com
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New requirements for plant and
system operators

Decarbonization, decentralization, and digita-
lization are key drivers of the transformation
of the energy system towards a secure and
sustainable energy supply. These trends not
only present significant opportunities, but also
pose challenges, particularly for power plant
and system operators. Energy supply plays a
crucial role in society and the economy, making
the assurance of supply paramount.

In addition to traditional operational tasks,
operators must also consider security and resi-
lience aspects. The decentralized and digitali-
zed structures necessitate continuous monito-
ring and active management. Consequently,
there is a need to establish new organizational
structures that address the specific challenges
of operational technology (OT) communica-
tion infrastructures.

Comprehensive OT security manage-
ment required

Industrial processes are directly dependent on
the operational communication infrastructure.
Supply security heavily relies on the availabili-
ty, confidentiality, and integrity of communi-
cation devices. Unlike office IT, OT infrastruc-
tures are often less accessible, cannot be easily
shut down for maintenance or updates, and
are designed for significantly longer life cycles.

Effective security management for OT environ-
ments is essential. This includes network moni-
toring, continuous asset and vulnerability ma-
nagement, and a deep understanding of spe-
cific challenges. Operators must develop and
provide the necessary expertise and techno-
logies to meet the rising demands.
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Urgent need for expertise and assistance

To address changing challenges, a new profile for personnel
in control centers and secondary technology at power plants
and system operators is emerging. There is a high demand for
expertise in network technology, security, and monitoring of
communication infrastructures to ensure the supply security
of decentralized power grids. A fundamental realignment of
education and specific further training is crucial.

Operators are increasingly faced with a flood of information that
must be reviewed, interpreted, and assessed. The operational
tasks of managing the electrical power grid need to be expan-
ded to include monitoring the communication infrastructure.
Assistance systems are crucial in this context, as they support
with interpretation and decision-making while providing well-
prepared information.

Current work at Fraunhofer IOSB-AST

Fraunhofer IOSB-AST is involved in various public and industrial
research projects aimed at developing assistance systems to
support power plant and system operators, particularly in the
field of distribution systems. Different aspects are addressed,

including the simulation of coupled structures, digital twins for
monitoring and evaluating operation scenarios, virtualization
approaches for secondary equipment, and methods for monito-
ring power and communication networks.

Services offered by Fraunhofer IOSB-AST

Through the Cybersecurity Training Lab for energy and water
supply, training is offered in network security, network moni-
toring, and secure configuration (hardening) according to
current security standards. Insights from research and develop-
ment projects provide valuable inputs for practical training.
The hands-on training setup is shown in Figure 2. Additionally,
Fraunhofer IOSB-AST supports clients through targeted service
projects addressing specific OT security issues.

More information about the service offerings of the Cybersecurity Training Lab Energy and Water Supply and a virtual lab tour of one of our labs at the lImenau
location can be found at the following link: https://www.iosb-ast.fraunhofer.de/cctl-ew
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In today’s digitalized world, both industrial
production and energy and water supply
systems are facing a multitude of threats due
to increasing automation and networking.
Attacks on IT and OT systems (OT = operational
technology), networks, and OT components
can have significant impacts on supply security,
production processes, and societal stability.
In order to counter these threats effectively,
companies must be familiar with and imple-
ment the regulatory requirements of the
Cyber Resilience Act, the NIS 2 Directive and
the Machinery Ordinance. The learning lab
addresses these requirements by combining
training, research and development in an inter-
disciplinary environment and making it acces-
sible. Through practical training in state-of-
the-art laboratory environments, companies
are enabled to implement the latest security
standards and technologies and thus streng-
then their resilience against cyber threats.

The further education initiative Cybersecurity
Training Lab consists of Fraunhofer institutes,
universities of applied sciences and the Fraun-
hofer Academy. They develop high-quality
continuing education programs in IT security
to transfer the latest research knowledge in

a hands-on way to industry and society. The
various learning laboratories make it possible
to impart knowledge not only in terms of con-
tent but also in a suitable environment — both
in person and online. Fraunhofer I0SB offers
state-of-the-art laboratory environments and
training demonstrators for conducting the trai-
ning courses, so that the knowledge learned
can be applied in practice in an environment
that is as close to reality as possible.

Focus “industrial production”

An increasing number of manufacturing com-
panies are adopting Industry 4.0 approaches
in their production processes. While the com-
prehensive networking of components, systems,
and entire production facilities offers nume-
rous opportunities, it also presents risks that
must be addressed to protect sensitive data
and prevent potential production disruptions
caused by cyber-attacks. As part of the digital
transformation, companies must understand
their critical systems, facilities, and assets to
implement appropriate protective measures.
This includes recognizing and identifying typi-
cal vulnerabilities in the design and implemen-
tation of embedded systems and industrial
components. Moreover, the latest develop-
ments in communication protocols, security
features, and secure software development
must be integrated into production facilities
to ensure effective protection. The “Industrial
Production” consortium of the Fraunhofer
Cybersecurity Learning Lab has specialized

in these topics and supports manufacturing
companies with training and service offerings.

Focus “energy and water supply”

The ongoing digitalization of all areas of society
poses significant challenges to ensuring secure
and stable system operations in energy supply
and water management. The increasing integ-
ration of decentralized facilities for data collec
tion and transmission, along with inter-connec
ted systems for energy generation, distribution,
storage, and consumption, underscores the
critical importance of IT and OT security in
ensuring reliable service delivery.
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Key aspects of the four locations

The Cybersecurity Training Lab at Fraunhofer IOSB-AST in
limenau, for example, offers you an ideal test environment for
simulating real-world scenarios and investigating the effects of
attacks on the IT infrastructure of utility network operators.

The Cybersecurity Training Lab at our Gérlitz site focuses on
the topic of IT security in energy and water supply and comple-
ments the lab in llmenau, which focuses on security in the area
of operational technologies and in the process area. In the lab
in Gorlitz, a virtual utility company (energy and water) with its
network infrastructure is mapped, which forms the basis for
practical training. Topics of the training are:

Cybersecurity

Monitoring

Attack detection

Remote maintenance/access

Attack vectors and corresponding protective measures

The Fraunhofer IOSB IT security laboratory in Karlsruhe has nu-
merous demonstrators and learning environments for testing
and applying industrial cyber security technologies. The Fraun-
hofer IOSB in Karlsruhe is a cooperation partner of ISA Europe
and, with its certified trainers, offers training courses on topics

related to IEC 62443, among other things. Other areas of focus
include security testing of automation components, secure OPC
UA, and attack and anomaly detection in industrial networks
and plants.

The Cybersecurity Training Lab of Fraunhofer IOSB-INA in Lemgo
is equipped with high-performance test environments for in-
vestigating the effects of cyber-attacks and developing coun-
termeasures. Key topics are:

Quick check

I[EC 62443

Secure software products
Assessment of security incidents
Al Intrusion Prevention

With a focus on energy and water supply and industrial pro-
duction, the learning laboratories at Fraunhofer IOSB are making
an important contribution to strengthening cybersecurity in
essential areas of society and industry. They promote networ-
king between industry, science and government agencies and
set new standards in the transfer of expertise and the develop-
ment of innovative security concepts.

1 Further information on the services offered by the Cybersecurity Training Lab can be found at the following link:

https://www.cybersicherheit.fraunhofer.de/en.html
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KASTEL Security Research Labs
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Industrial production is an important sector
of Germany’s economy and ranges from fully
automated production over mixed production
to manual assembly of complex or specialized
components. At the same time, it is increa-
singly the focus of cyber-attacks.

As part of the “Engineering Secure SystemsC
research topic funded by the Helmholtz Asso-
ciation, we operate the “Engineering Security
for Production Systems” laboratory together
with the Karlsruhe Institute of Technology (KIT).
We are therefore also one of the KASTEL Se-
curity Research Labs [1].

Mission of the lab

In the lab, we deal with the security of produc
tion infrastructures and with trustworthiness,
privacy and transparency of assembly assistance
systems that monitor and support employees.
The specific challenges are as follows: Industrial
infrastructures must be constantly available
and therefore have very long system runtimes.
This is why old and vulnerable components are
often in use. At the same time, cyberattacks

in an industrial environment can have safety
implications that endanger people and the
environment. Assembly assistance systems are
operated by the employer, which harbors the
risk of misuse. For example, the performance
of employees can be secretly monitored in vio-
lation of concluded company agreements.

Demonstrators play a crucial role in the lab for
raising awareness of industrial cyber security.
Using our demonstrators, we educate profes-
sionals about the challenges and threats as

well as the importance of implementing robust
security measures through hands-on demon-
strations and training.

Cybersecurity of production infra-
structures and components

In our work on self-learning anomaly detection,
we use advanced algorithms to detect unusual
patterns in network traffic that indicate poten-
tial security incidents. Using machine learning,
the system continuously evolves and improves
its detection capabilities over time. We success-
fully evaluated the self-learning anomaly de-
tection in our lab environment (cf. Fig. 1) and
were able to both improve the detection rate
and reduce the false-positive rate.

In black box tests, vulnerabilities of a system are
analyzed without having an insight into its
internal functioning. This approach facilita-
tes an objective analysis of potential security
weaknesses and attack vectors. We developed
several improvements to black box testing for
industrial components by using existing infor-
mation about the system under test. With our
security testing framework ISuTest®[2], several
new vulnerabilities in components were disco-
vered and could be fixed by the manu-
facturers.

In continuous risk and vulnerability manage-
ment, system operators continuously identify,
assess, and prioritize vulnerabilities and risks
within their systems.

This process is essential to ensure the security
of operational processes. We are developing
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an integrated risk assessment framework to support asset ow-
ners at conducting risk assessments for their assets. It combines
automated vulnerability management with Al-based threat de-
tection and defense, and will serve as a tool for IEC 62443-
based risk management.

Trustworthy and transparent interactive assistance
systems

To realize trustworthy interactive assembly assistance systems
(cf. Fig. 2), we leverage trusted computing technologies and
their remote attestation capabilities. This enables us to make it
verifiable for employees and works councils that the software
and security configuration of a system are in an agreed state
(cf. Fig. 3). To mitigate the risks associated with processed
data, we implemented two frameworks that can protect data
during storage (4Crypt) and during processing (DataSov).

4Crypt cryptographically enforces the approval of multiple trus-
ted verifiers (multi-eye principle) before access to encrypted
data is granted. DataSov implements distributed usage control
in a trustworthy manner. This is done by ensuring the integrity
of distributed components through heterogeneous attestation
using various trusted computing technologies.

The European Al Act sets transparency requirements for cer-
tain application areas of Al and demands that decisions of such
systems are understandable. Explainable Al is de facto the only
technical implementation option to comply with the regulati-
ons. How-ever, current methods focus on technical needs of

Al experts and data scientists. With RIXA, we implemented
an interactive, explainable Al dashboard, which leverages large
language models to make technical explanations understanda-
ble for laypersons.

The lab’s research contributions address the long-term challen-
ges for securing industrial production systems by developing
innovative proof-of-concepts as well as technology demonstra-
tors to support the transfer into practice.
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Cyber resilience is the next stage of develop-
ment in IT security and focuses on incident res-
ponse and process recovery. This means that
in the event of a critical cyber incident, an orga-
nization’s operations should be maintained or
restored as quickly as possible. Effective and
appropriate monitoring of the process auto-
mation and infrastructure is essential for the
technical implementation.

CyReM-ICS - a holistic monitoring
system

In the CyReM-ICS (Cyber Resilience Monitoring
in Industrial Automation and Control Systems)
project, methods for attack detection and asset
discovery were integrated into a holistic moni-
toring system.[1]. The system records input data
from process infrastructures and serves as a basis
for resilience metrics. CyReM-ICS was develo-
ped for the energy and industry domains and

aims to evaluate resilience properties and pro-
vide a clear overview of the condition of the
systems. Different resilience metrics are com-
bined to enable a process evaluation indepen-
dent of the domain.

To unify both domains, process structures are
summarized in such a way that status informa-
tion about devices and network traffic is collec-
ted by freely available sensors as well as net-
work and host intrusion detection systems
(NIDS, HIDS). Specific modules, for example
for detecting certain transmission protocols such
as Profinet or IEC 61850, are available to the
user.

How it works

The CyReM-ICS monitoring system consists of
different modules based on an open-source
SIEM system. This SIEM (Security Information
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and Event Management) consists of a log database that is used
for downstream evaluations, a defined pipeline for importing
data from the connected sensors and systems, and a visuali-
zation of the collected data. Within CyReM-ICS, the collected
data is used as a basis for continuously conducting resilience
assessments with the help of an inventory system (asset inven-
tory) and threat intelligence approaches, as well as risk analysis
results. External data sources, such as vulnerability databases,
are used as a further knowledge base for resilience assessment
via defined interfaces.

The results of the resilience metric calculation are processed
within the incident response and risk management and repre-
sent the outlook for an extension of the passive monitor to an
assistance system.

What is the benefit of our system?

With CyReM-ICS, Fraunhofer I0SB can support operators of
industrial automation and control systems as well as mechani-
cal and plant engineering companies in conducting a trans-
parent resilience assessment of their systems and plants and
maintaining it during operation.

Mechanical engineers and operators of industrial control and
automation systems are increasingly faced with the challenge
of detecting cyber-attacks early and reliably and reacting ac-
cordingly. In addition to the Machinery Directive, the upcoming

EU NIS-2 Directive will provide a regulatory basis for this.
As part of the Security Act, the German Federal Office for
Information Security (BSI) is also tasked with offering ma-
nufacturer-independent solutions for detecting attacks and
responding to them. With CyReM-ICS, Fraunhofer IOSB has
a functioning demonstration environment for implementing
projects and making results demonstrable.

Energy supply operators are increasingly using flow-based systems
to detect attacks. The German Federal Office for Information
Security (BSI) is using the mandatory use of attack detection
systems as a lever to improve incident detection in critical infra-
structure companies. Previous implementations and commerci-
ally available systems primarily rely on the analysis of network
traffic and protocol information of exchanged messages. The
logging information from the individual end devices is usually
not integrated into central monitoring systems, such as SIEM
systems integrated in the central IT systems, due to the diversi-
ty and the lack of competence to interpret the messages. Since
ICS end devices can also provide a great deal of added value
for detecting and combating attacks, an automated system is
needed that integrates and processes the decentralized infor-
mation and provides an interface to the central SIEM. CyReM-
ICS supports companies in detecting attacks at an early stage,
improving incident response and thereby ensuring compliance
with EU directives.

1 https://www.iosb.fraunhofer.de/en/projects-and-products/cyber-resilience-monitoring-industrial-automation.htmi
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Industrial control systems (ICS) monitor and
control cyber-physical production systems
using specialized hardware and software, such
as programmable logic controllers and input/
output devices. Communication between
these components is realized via industrial
network protocols like Profinet, Modbus/
TCP, and OPC UA [1]. Security monitoring of
network traffic enables the early detection

of cyberattacks, allowing timely initiation of
countermeasures to protect production sys-
tems. This is also a central requirement of the
EU Directive 2022/2555 “Measures for a high
common level of cybersecurity across the
Union” (NIS-2).

Efficient security monitoring in ICS must address
several challenges: (1) The system should be
capable of detecting novel and previously
unknown cyberattacks; (2) attack detection
must be possible even in encrypted network

Encrypted network traffic

traffic; (3) the analysis must consider specia-
lized industrial communication protocols like
Profinet or EtherCAT; and (4) the solution
must operate efficiently on hardware with
limited resources.

Researchers at Fraunhofer IOSB-INA have devel-

oped an innovative approach called CyberClas*

for classifying cyberattacks in industrial control
systems, which meets the mentioned require-

ments [2]. CyberClas* combines various machine
learning methods to analyze network traffic in
real time (see Fig. 1).

First, the network traffic from ICS is captured
and split into individual connections. Each
connection is then converted into a time
series, during which statistical features are
calculated — such as the number of network
packets per second or the inter-arrival time
between packets. Based on these features,
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thresholds are calculated, and a machine learning model is
trained. The thresholds enable an initial distinction between
normal and suspicious network traffic, while the machine lear-
ning model allows for the classification of various cyberattacks
within the suspicious traffic according to the MITRE ATT&CK
ICS classification scheme [3].

In an industrial test environment, the functionality of CyberClas*
was evaluated under real-world conditions (see Fig. 2). Four-
teen different cyberattacks were successfully detected and
distinguished from one another, with a classification accuracy
of 97 percent. Additionally, by employing the initial threshold-
based distinction, the execution time was reduced by up to a
factor of 16 compared to traditional approaches.

CyberClas* serves as a solid foundation for automated counter-
measures against cyberattacks, such as network segmentation
[4]. This technique divides the network into smaller, isolated
segments, preventing the spread of attacks and thereby
enhancing the security of production systems.

For companies, the use of CyberClas* offers several advan-
tages:

1. Real-time detection and classification of cyberattacks,
which reduces response times during incidents.

2. Efficient operation even on hardware with limited
resources, leading to cost savings.

3. Robustness against new threats through the ability to
detect unknown attacks.

4. Enhanced security protects against production downtime
and financial losses.

5. Assistance in complying with legal requirements, such as
the NIS-2 Directive.

CyberClas* is a key component of a comprehensive system
called CyReM-ICS for monitoring cyber resilience. In addition
to network traffic monitoring, the system enables the analysis

of syslog data to identify attacks directly at the device level. It
gathers device information such as part numbers and known
vulnerabilities, providing an up-to-date overview of potential
risks. All relevant information is consolidated and made available
so that responsible personnel can efficiently assess the security
situation and respond quickly to incidents.
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